
See	discussions,	stats,	and	author	profiles	for	this	publication	at:	https://www.researchgate.net/publication/2823159

A	Checkpointing-Recovery	Scheme	For	Domino-
Free	Distributed	Systems

Article	·	October	1998

DOI:	10.1007/978-1-4615-5449-3_5	·	Source:	CiteSeer

CITATIONS

6

READS

21

3	authors,	including:

Some	of	the	authors	of	this	publication	are	also	working	on	these	related	projects:

Social	simulation	and	HPC	View	project

Francesco	Quaglia

Sapienza	University	of	Rome

201	PUBLICATIONS			1,459	CITATIONS			

SEE	PROFILE

Bruno	Ciciani

Sapienza	University	of	Rome

67	PUBLICATIONS			429	CITATIONS			

SEE	PROFILE

All	content	following	this	page	was	uploaded	by	Bruno	Ciciani	on	26	October	2012.

The	user	has	requested	enhancement	of	the	downloaded	file.

https://www.researchgate.net/publication/2823159_A_Checkpointing-Recovery_Scheme_For_Domino-Free_Distributed_Systems?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/2823159_A_Checkpointing-Recovery_Scheme_For_Domino-Free_Distributed_Systems?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/project/Social-simulation-and-HPC?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Francesco_Quaglia?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Francesco_Quaglia?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Sapienza_University_of_Rome?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Francesco_Quaglia?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Bruno_Ciciani?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Bruno_Ciciani?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Sapienza_University_of_Rome?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Bruno_Ciciani?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Bruno_Ciciani?enrichId=rgreq-b65bb2201105f2b4f13f519caa5fe8e9-XXX&enrichSource=Y292ZXJQYWdlOzI4MjMxNTk7QVM6OTc3MjUzNDEyNDEzNDlAMTQwMDMxMDk0NTM3Mw%3D%3D&el=1_x_10&_esc=publicationCoverPdf


5 A CHECKPOINTING-RECOVERYSCHEME FOR DOMINO-FREEDISTRIBUTED SYSTEMSFrancesco Quaglia, Bruno Ciciani, Roberto BaldoniDipartimento di Informatica e SistemisticaUniversita' di Roma \La Sapienza"Via Salaria 113, I-00198, Roma, Italy �quaglia,ciciani,baldoni@dis.uniroma1.it
Abstract: Communication-induced checkpointing algorithms require cooper-ating processes, which take checkpoints at their own pace, to take some forcedcheckpoints in order to guarantee domino-freeness. In this paper we present acheckpointing-recovery scheme which reduces the number of forced checkpoints,compared to previous solutions, while piggybacking, on each message, only threeintegers as control information. This is achieved by using information about thehistory of a process and an equivalence relation between local checkpoints thatwe introduce in this paper. A simulation study is also presented which quanti�essuch a reduction.INTRODUCTIONIn computer systems, the rollback recovery technique allows the restoration ofa consistent state in case of failure [12]. Consistent checkpointing is a way toimplement this technique in distributed systems [6]. It consists of determininga set of local checkpoints, one for each process (i.e, recovery line), from whichthe distributed application can be resumed after a failure. A checkpoint is alocal state saved on stable storage and a recovery line is a set of checkpoints inwhich no checkpoint "happens-before" another [8].The identi�cation of a recovery line in distributed applications is not a simpletask due to the presence of messages which establish dependencies betweenlocal states in di�erent processes. If the local checkpoints are taken without�Partial funding provided by the Consiglio Nazionale delle Ricerche and by the Scienti�cCooperation Network of the European Community OLOS (no. ERB4050PL932483).



FAULT-TOLERANT PARALLEL AND DISTRIBUTED SYSTEMSany coordination (for example by using a local periodic algorithm) a recoveryline, close to the end of the computation, might not exist, and a failure couldlead to an unbounded rollback that might force the application to its initialstate. This phenomenon is known as domino e�ect [2, 12].Many checkpointing algorithms have been proposed to compute on-line re-covery lines. These algorithms can be classi�ed into two categories accordingto the policy that masters the checkpointing activity.The �rst category is classi�ed as synchronous approach, and is character-ized by an explicit processes coordination, by means of control messages [5, 7].Following this approach, the last taken checkpoint of each process always be-longs to a recovery line because processes take their checkpoints in a mutualconsistent way.In the second category (namely, communication-induced algorithms), pro-cesses are allowed to take local checkpoints at their own pace (i.e., basic check-points); the coordination is achieved by piggybacking control information onapplication messages. This control information directs processes to take forcedcheckpoints in order to ensure the advancement of the recovery line (the inter-ested reader can refer to [6] for a complete survey on rollback-recovery algo-rithms).Communication-induced algorithms have been classi�ed in [10] according tothe characterization of Netzer and Xu based on the notion of zigzag path (z{pathfor short) [11]. A z{path is a generalization of a causal path. In some cases,it allows a message to be sent before the previous one in the path is received.A z{path actually establishes a dependency between a pair of checkpoints.Communication-induced checkpointing algorithms fall in two main classes: z{path{free and z{cycle{free (a z{cycle is a z{path from a checkpoint to itself)algorithms. Members of the �rst class allow to track on-line all dependenciesbetween local checkpoints [1, 3, 16] by using, at least, a vector of integers as acontrol information on application messages.On-line dependency tracking allows, among other properties described in[6, 16], to associate on-the-y a recovery line to each local checkpoint. Thelatter property can be achieved, with usually less overhead, by z{cycle{freealgorithms [4, 9]. Indeed, they use just an integer (sequence number) as acontrol information to associate a local checkpoint to a recovery line.The goal of this paper is to present a checkpointing{recovery scheme fordistributed systems. It consists of a z{cycle{free checkpointing algorithm andan asynchronous recovery scheme. As in [9] the scheme requires to piggybackthree integers as control information on the application messages. One is dueto the checkpointing algorithm and two to the recovery.The proposed checkpointing algorithm ensures the progression of the re-covery line reducing the number of checkpoints compared to previous propos-als. We achieve this goal by introducing an equivalence relation between localcheckpoints of a process and by exploiting the events' history of a process. Theequivalence relation allows, in some cases, to advance the recovery line withoutincreasing its sequence number, thus, it keeps as small as possible the di�er-ence between the sequence numbers in di�erent processes that is the major



A CHECKPOINTING-RECOVERY SCHEME FOR DISTRIBUTED SYSTEMScause of forced checkpoints. We also show experimental results which quantifythe reduction of the number of local checkpoints taken by our algorithm in adistributed execution.The recovery algorithm is similar to the one in [9]. It is fully asynchronousand requires only two integers as control information. Compared to [9], in somecircumstances, the proposed recovery scheme does not force processes to takeadditional checkpoints before resuming the execution.The paper is organized as follows. The second section introduces the systemmodel and some de�nitions and notations. The third section presents the classof z{cycle{free algorithms. The fourth section describes the checkpointing al-gorithm and a performance evaluation. The �fth section describes the recoveryscheme. Some concluding remarks are given in the last section.MODEL OF THE COMPUTATIONWe consider a distributed computation consisting of n processes (P1; P2; : : : Pn)which interact by means of messages sent over reliable point-to-point channels(transmission times are unpredictable but �nite). Processes do not share mem-ory, do not share a common clock value and fail following a fail-stop behavior[13]. Moreover, we assume no process can fail during a recovery action.Execution of a process produces a sequence of events which can be classi�edas: send events, receive events and internal events. An internal event maychange only local variables; send or receive events involve communication. Thecausal ordering of events in a distributed execution is based on Lamport'shappened-before relation [8] denoted !. If a and b are two events then a!b i�one of these conditions is true:(i) a and b are produced on the same process with a �rst;(ii) a is the send event of a message M and b is the receive event of the samemessage;(iii) there exists an event c such that a!c and c!b.Such a relation allows to represent a distributed execution as a partial order ofevents, called bE = (E;!) where E is the set of all events.A local checkpoint dumps the current process state on stable storage. The k{th checkpoint in process Pi is denoted as Ci;k, and we assume that each processPi takes an initial checkpoint Ci;0. Each process takes local checkpoints eitherat its own pace (for example by using a periodic algorithm) or forced by somecommunication pattern. A checkpoint interval Ii;k is the set of events betweenCi;k and Ci;k+1 (note that if Ci;k+1 is not taken, Ii;k is unbounded on the right).A message M sent by Pi to Pj is called orphan with respect to a pair(Ci;xi ; Cj;xj ) i� its receive event occurred before Cj;xj while its send eventoccurred after Ci;xi .A global checkpoint C is a set of local checkpoints (C1;x1 ; C2;x2 ; : : : ; Cn;xn).A global checkpoint C is consistent if no orphan message exists in any pair oflocal checkpoints belonging to C. We use the term consistent global checkpoint



FAULT-TOLERANT PARALLEL AND DISTRIBUTED SYSTEMSand recovery line interchangeably. In the remainder of the paper we use thefollowing de�nition:De�nition. Two local checkpoints Ci;h and Ci;k of process Pi are equivalentwith respect to the recovery line L, denoted Ci;h �L Ci;k, if Ci;h belongs to therecovery line L, and the set L0 = L-fCi;hg[fCi;kg is a recovery line.Let us now recall the z{path de�nition introduced by Netzer and Xu [11].De�nition. A z{path exists from Ci;x to Cj;y i� there are messages M1, M2,... , Mn such that:(1) M1 is sent by process Pi after Ci;x;(2) if Mk (1 � k < n) is received by process Pr, then Mk+1 is sent by Pr inthe same or in a later checkpoint interval (although Mk+1 may be sentbefore or after Mk is received);(3) Mn is received by process Pj before Cj;y.A checkpoint Ci;x is involved in a z{cycle if there is a z-path from Ci;x toitself. According to the Netzer and Xu theorem, each local checkpoint notinvolved in a z{cycle belongs to at least one recovery line.Z{CYCLE{FREE CHECKPOINTING ALGORITHMSIn this section we give a short overview of z{cycle{free checkpointing algo-rithms. For the interested readers a complete survey can be found in [10].In those algorithms [4, 9] each process Pi assignes a sequence number SNi toeach local checkpoint Ci;k (we denote this number as Ci;k:SN). It is assumedto assign SNi equal to zero to Ci;0. The sequence number SNi is attachedas a control information M:SN on each outgoing message M . A recovery lineLSN includes local checkpoints with the same sequence number (SN) one foreach process (if there is a jump in the sequence number of a process the �rstcheckpoint with greater sequence number must be included). The basic rules,de�ned by Briatico et al. [4], to update the sequence numbers are:R1 When a basic checkpoint Ci;k is scheduled, the checkpoint Ci;k is taken,SNi is increased by one and Ci;k:SN is set to SNi;R2 : Upon the receipt of a message M in Ii;k�1, if SNi < M:SN a forcedcheckpoint Ci;k is taken, the sequence number M:SN is assigned to Ci;kand SNi is set to M:SN ; then the message is processed.The absence of z-cycles is achieved since a message piggybacking a sequencenumber W is always received by a process after a checkpoint whose sequencenumber is greater than or equal to W .Manivannan and Singhal present an algorithm [9] which tries to keep theindices of all the processes close to each other and to push the recovery line



A CHECKPOINTING-RECOVERY SCHEME FOR DISTRIBUTED SYSTEMSas close as possible to the end of the computation. In this way, it reduces theprobability that SNi < M:SN that, in turn, decreases the number of the localcheckpoint forced by a basic one. The Manivannan-Singhal algorithm is basedon the following two observations:1. Let each process be endowed with a counter incremented each x time unit(where x is the smallest period between two basic checkpoints among allprocesses). If each tx (with t � 1) time units a process takes a basiccheckpoint with sequence number tx, Ltx is the closest recovery line tothe end of the computation.2. If the last checkpoint taken by a process is a forced one and its sequencenumber is greater than or equal to the next scheduled basic checkpoint,then the basic checkpoint is skipped.Point 1 would allow a heavy reduction of forced checkpoints, by synchroniz-ing actually the action to take basic checkpoints in distinct processes. However,it is not always possible to get x in a system of independend processes (its ac-cess could be precluded by a process), moreover point 1, as explained in [9],requires to put a bound on the local clocks' drift.Point 2 reduces the number of basic checkpoints compared to [4]. So, letus assume process Pi endows a ag skipi which indicates if at least one forcedcheckpoint is taken between two successive scheduled basic checkpoints (thisag is set to FALSE each time a basic checkpoint is scheduled, and set to TRUEeach time a forced checkpoint is taken). A version of Manivannan-Singhalalgorithm that does not need private information about other processes and tobound clocks' drift can be sketched by the following rules:R1' : When a basic checkpoint Ci;k is scheduled, if skipi = TRUE thenskipi = FALSE, else SNi is increased by one, the checkpoint Ci;k istaken and its sequence number is set to SNi;R2' : Upon the receipt of a message M in Ii;k�1, if SNi < M:SN then aforced checkpoint Ci;k is taken with sequence number M:SN , SNi is setto M:SN and skipi = TRUE; then the message is processed.A CHECKPOINTING ALGORITHMThe checkpointing algorithm adopts the same mechanism described above toskip some scheduled basic checkpoints but re�nes both rules R1' and R2'. Inparticular rules R1' and R2' become:R1": When a basic checkpoint Ci;k is scheduled,If skipi then skipi = FALSEelseCi;k is taken;SNi is increased by one i� :(Ci;k �L Ci;k�1)where L is the recovery line to which Ci;k�1 belongs;the sequence number SNi is assigned to Ci;k ;



FAULT-TOLERANT PARALLEL AND DISTRIBUTED SYSTEMSC1;x1C2;x2C3;x3
C1;x1C2;x2C3;x3 C2;x2+1C2;x2+1

(a) (b) M LSN+1P3P2
P1P1P2P3

LSN LSN
Figure 5.1 (a) execution in which C2;x2 and C2;x2+1 are equivalent wrt LSN ; (b)execution in which C2;x2 and C2;x2+1 are not equivalentR2": Upon the receipt of a message M in Ii;k�1:(a) If SNi < M:SN and there has been at least a send event in Ii;k�1 thena forced checkpoint Ci;k is taken with sequence number M:SN ;SNi is set to M:SN and skipi is set to TRUE;(b) If SNi < M:SN and there has been no send event in Ii;k�1 thenSNi is set to M:SN and Ci;k�1:SN is set to M:SN ;the message m is processed;Rule R1" requires to de�ne when a basic checkpoint Ci;k is not equivalentto the previous one (Ci;k�1) whose sequence number is SN . This happenswhen there exists, in Ii;k�1, at least one receive event of a message M whichpiggybacks a sequence number equal to SN . For example, Figure 5.1.b showsa recovery line LSN and the message M which is orphan with respect to theordered pair C3;x3 and C2;x2+1, so checkpoint C2;x2+1 is not equivalent to C2;x2with respect to LSN and it will be a part of the recovery line LSN+1. Ifsuch a message M does not exist, as in Figure 5.1.a, the checkpoint C2;x2+1 isequivalent to C2;x2 with respect to LSN so it can belong to the recovery lineLSN .Rule R2" states that there is no reason to take a forced checkpoint if therehas been no send event in the current checkpoint interval till the receipt ofmessage M piggybacking the sequence number M:SN . Indeed, no non-causalz{path can be formed due to the receipt of M and then the sequence numberof the last checkpoint Ci;k�1 can be updated to belong to the recovery lineLM:SN . For example, in Figure 5.2.a, the local checkpoint C3;x3 can belongto the recovery line LSN+1. On the other hand, if a send event has occurredin the checkpoint interval I3;x3 , as shown in Figure 5.2.b, a forced checkpointC3;x3+1, belonging to the recovery line LSN+1, has to be taken upon the receiptof message M .



A CHECKPOINTING-RECOVERY SCHEME FOR DISTRIBUTED SYSTEMSC1;x1C2;x2C3;x3
C1;x1C2;x2C3;x3 C2;x2+1C2;x2+1C1;x1+1 C1;x1+1

forced checkpointC3;x3+1(b)(a) M M
LSN+1 LSN LSN+1P1P2P3

P1P2P3
LSN

Figure 5.2 (a) upon the receipt of M , C3;x3 , previously tagged SN , can be a part ofthe recovery line LSN+1; (b) upon the receipt of M , C3;x3 cannot be a part of LSN+1,then the forced checkpoint C3;x3+1 is takenRule R2" directly decreases the number of forced checkpoints taken by ouralgorithm compared to the rule R2'. Rule R1" and the second part of R2" keepthe sequence numbers in distinct processes as close as possible reducing so theprobability of forced checkpoints.Data structures and process behavior. We assume each process Pi hasthe following data structures:SNi, RNi: integer;sendi, recvi, skipi: boolean.The variable RNi represents the value of the maximum sequence number(M:SN) associated to received messages (the initial value is RNi=-1).The boolean variable sendi (resp. recvi) is set to TRUE if at least one send(resp. receive) event has occurred in the current checkpoint interval. It is setto FALSE each time a checkpoint is taken.The semantic of the variable SNi and skipi have been explained in the thirdsection. In Figure 5.3 the process behavior is shown (the procedures and themessage handler are executed in atomic fashion).Correctness ProofLemma 1 If a message M is sent by process Pi after a local checkpoint Ci;ksuch that Ci;k:SN =W , it is received, by a process Pj , after a local checkpointwhose sequence number is larger than or equal to W .Proof As M has been sent after Ci;k, then M:SN �W . When M is receivedby process Pj in Cj;h�1, if SNj �M:SN , the claim trivially follows. If SNj <M:SN , by rule R2", either a forced checkpoint Cj;h is taken and Cj;h:SN =M:SN (see R2".a) or, if there is no send event in the current checkpoint interval,Cj;h�1:SN =M:SN (see R2".b). In both cases the claim follows. 2



FAULT-TOLERANT PARALLEL AND DISTRIBUTED SYSTEMSinit SNi := 0; RNi := �1; sendi := FALSE; recvi := FALSE; skipi := FALSE;when a basic checkpoint Ci;k is scheduled:beginif skipithen skipi := FALSEelsebeginif (recvi and RNi = SNi) then SNi := SNi + 1; % see rule R1" %take a basic checkpoint Ci;k;Ci;k:SN := SNi; % assign the sequence number to the new checkpoint %sendi := FALSE;recvi := FALSE;endend.procedure SEND(M;Pj): % M is the message, Pj is the destination %beginM:SN := SNi;send (M) to Pj;sendi := TRUEend.when (M) arrives at Pi in Ii;k�1:beginif (M:SN > SNi and sendi) % see rule R2".a %thenbegintake a forced checkpoint Ci;k;SNi := M:SN;RNi := M:SN;Ci;k:SN := SNi; % assign the sequence number to the new checkpoint %sendi := FALSE;skipi := TRUE;endelseif M:SN > SNi % see rule R2".b %thenbeginSNi := M:SN;RNi := M:SN;Ci;k�1:SN := SNi; % update the sequence number of the last checkpoint %endelseif M:SN > RNi then RNi := M:SN;recvi := TRUE;process the messageend. Figure 5.3 A z{cycle{free checkpointing algorithmTheorem 2 None of the local checkpoints can ever be involved in a z-cycle.Proof Let Ci;k be a local checkpoint and W be its sequence number. Letus suppose, by the way of contradiction, that Ci;k is involved in a z{cycleconsisting of messages M1;M2; : : : ;Mh. From the de�nition of z-cycle (see thesecond section) and from Lemma 1, the following inequality holds: Mh:SN �Mh�1:SN : : : � M1:SN � W . By the de�nition of z{cycle, the receipt ofmessage Mh occurs before Ci;k with Ci;k:SN = W . Due to Lemma 1, this isnot possible, so the assumption is contradicted and the claim follows. 2



A CHECKPOINTING-RECOVERY SCHEME FOR DISTRIBUTED SYSTEMS
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100 200 300 400 500 600 700 800 900 1000Figure 5.4 Ratio R vs. the checkpoint interval time (in time units)From lemma 1 trivially follows that a global consistent checkpoint is formedby local checkpoints, one for each process, with the same sequence number(if there is a jump in the sequence number the �rst checkpoint with greatersequence number has to be included).Simulation resultsWe report a quantitative comparison between our algorithm (hereafter QCB)and the one proposed in [9] (hereafter MS). The results have been obtained bysimulating a distributed application consisting of 10 identical processes. Eachprocess performs internal, send and receive operations with probability pi = 0:8,ps = 0:1 and pr = 0:1, respectively.The time to execute a statement in a process and the message propagationtime are exponentially distributed with mean value equal to 1 and 10 time unitsrespectively. Each process selects the destination of a message as a uniformlydistributed random variable.As we are interested in counting how many local states would be selected byone algorithm, the overhead due to checkpoint insertion has not been considered(i.e., a checkpoint is istantaneous). Each run simulates 100000 time units.Figure 5.4 plots the ratio R between the total number of checkpoints NQCBtaken by QCB and the total number of checkpoints NMS taken by MS versusthe checkpoint interval time T of the processes 1. The algorithms perform thesame with large checkpoint interval time T . On the other hand for small valuesof T , QCB performs better. Two reasons lead to such a behavior. For smallcheckpoint interval times, a few receive events occur in each checkpoint intervalincreasing so the probability of equivalent local checkpoints which leads to areduction of forced checkpoints. Moreover, the smaller the checkpoint intervaltime is, the higher is the probability that rule R2".b applies. i.e., no sendevent has occurred in a checkpoint interval before the receive of a messagepiggybacking a sequence number grater than the local one.A RECOVERY SCHEMEOur recovery scheme is similar to the one proposed in [9]. The major di�erenceis that, in some circumstances, our scheme does not force processes to takea forced checkpoint to be incuded in the recovery line. The scheme is fully



FAULT-TOLERANT PARALLEL AND DISTRIBUTED SYSTEMSasynchronous: the failed process informs the other processes about its failure,and resumes its computation from its last checkpoint without waiting for anyacknowledgment.Data structures and process behavior. The recovery scheme requires, aswell as the variables de�ned in the fourth section, other two local varables (forthe sake of clarity we adopt the same notation as in [9]):INCi, REC LINEi: integer.INCi represents the number of recoveries experienced by process Pi (incar-nations) since the beginning of its execution. REC LINEi indicates, uponrolling back, the sequence number of the local checkpoint from which the com-putation must be resumed. INCi and REC LINEi are initialized to zero.The values of variables SNi, INCi and REC LINEi are recorded on stablestorage so that they are not lost in case of process failure. Each applicationmessageM piggybacks three integers: a copy of SNi (M:SN), INCi (M:INC)and REC LINEi (M:REC LINE).In Figures 5.4 and 5.5 we report the procedures that explain the behaviorof a process. The procedure WHEN a basic checkpoint Ci;k is scheduled is thesame that the one in the fourth section, therefore, it has been omitted.As in [9], if Pi fails it restores its latest checkpoint (i.e., the one with sequencenumber SNi), increases INCi by one and sets REC LINEi = SNi. Then,it broadcasts the rollback(INCi; REC LINEi) message to all the other pro-cesses.Upon receiving the rollback(INCi; REC LINEi) message, Pj (with j 6= i)behaves as follows: if INCi > INCj then a rollback procedure is executed (Pj isnot aware of the recovery with incarnation number INCi). After the rollbackprocedure, Pj restarts the computation without waiting the rollback phasetermination of the other processes. For this reason a process Pk, before receivingthe rollback(INCi; REC LINEi) message, can receive a message M sent byPj after its rollback procedure. This message carries a value M:INC > INCkwhich forces Pk to start the recovery action at the same way as when therollback(INCi; REC LINEi) message arrives. When Pk receives the rollbackmessage with the same incarnation number as M:INC it skips the message.We focus our attention on the explanation of the rollback procedure whichslightly di�ers from the one presented in [9]. We introduced some modi�cationswith the aim of reducing the number of forced checkpoints in the rollback phase.Suppose Pi fails, upon executing the rollback procedure Pj compares thevalue of either REC LINEi, received with the rollback message from Pi, orM:REC LINE, received with some application message, with its own check-point sequence number SNj . If REC LINEi > SNj (or M:REC LINE >SNj), then Pj has not to rollback because it has not taken the checkpoint be-longing to the recovery line with number REC LINEi (or M:REC LINE).In such a case a forced checkpoint, with sequence number REC LINEi (or



A CHECKPOINTING-RECOVERY SCHEME FOR DISTRIBUTED SYSTEMS
init SNi := 0; RNi := �1; sendi := FALSE; recvi := FALSE; skipi := FALSE;INCi := 0; REC LINEi := 0;procedure SEND(M;Pj): % M is the message, Pj is the destination %beginM:SN := SNi;M:INC := INCi;M:REC LINE := REC LINEi;send (M) to Pj;sendi := TRUEend.procedure STARTING-RECOVERY-AFTER-FAILURE: % Pi starts the recovery %beginrestore the last checkpoint Ci;k;SNi := Ci;k:SN;INCi := INCi + 1; % update the incarnation number %REC LINEi := SNi; % set the recovery line number %send rollback(INCi; REC LINEi) to all the other processesend.when (M) arrives at Pi in Ii;k�1:beginif M:INC > INCithenbeginREC LINEi := M:REC LINE; % set the recovery line number %INCi := M:INC; % set the incarnation number %ROLL BACK(Pi) % execute the roll back procedure %end;if (M:SN > SNi and sendi) % see rule R2".a %thenbegintake a forced checkpoint Ci;k;SNi := M:SN; % update the sequence number %RNi := M:SN;Ci;k:SN := SNi;sendi := FALSE;skipi = TRUE;endelseif M:SN > SNi % see rule R2".b %thenbeginSNi := M:SN; % update the sequence number %RNi := M:SN;Ci;k�1:SN := SNi; % update the sequence number of the last checkpoint %endelseif M:SN > RNi then RNi := M:SN;recvi := TRUE;process the messageend. Figure 5.5 The checkpointing-recovery scheme (part i)



FAULT-TOLERANT PARALLEL AND DISTRIBUTED SYSTEMSwhen rollback(INCj ; REC LINEj) arrives at Pi in Ii;k�1:beginif INCj > INCithenbeginINCi := INCj; % set the incarnation number %REC LINEi := REC LINEj; % set the recovery line number %ROLL BACK(Pi); % execute the roll back procedure %continue as normalendelse skip the rollback messageend.procedure ROLL BACK(Pi):beginif (REC LINEi > SNi) % no need to rollback %thenbeginSNi := REC LINEi;if sendithenbegintake a forced checkpoint Ci;k;Ci;k:SN := REC LINEi;sendi := FALSE; % reset ags %recvi := FALSE;endelse Ci;k�1:SN := REC LINEi; % assign the sequence number %endelsebegin�nd the erliest checkpoint Ci;h with Ci;h:SN � REC LINEi;SNi := Ci;h:SN; % set the sequence number %restore checkpoint Ci;h and delete all checkponts Ci;x with x > h;sendi := FALSE; % reset ags %recvi := FALSE;endend. Figure 5.6 The checkpointing-recovery scheme (part ii)M:REC LINE), is taken only if a send event occurred in the current check-point interval.Correctness proofObservation 1Suppose process Pi fails and restores to checkpoint Ci;xi with sequence numberequal to REC LINEi.The possible behaviors of process Pj (with j 6= i), upon receiving either therollback(INCi; REC LINEi) message with INCi > INCj or an applicationmessage with M:INC > INCj , are the following:(a) SNj � REC LINEi: in this case Pj rolls back to its earliest checkpointCj;xj such that Cj;xj :SN � REC LINEi and sets SNj = Cj;xj :SN(b) SNj < REC LINEi and sendj = TRUE: in this case Pj takes a check-point Cj;xj , then sets SNj = REC LINEi and Cj;xj :SN = REC LINEi



A CHECKPOINTING-RECOVERY SCHEME FOR DISTRIBUTED SYSTEMS(c) SNj < REC LINEi and sendj = FALSE: in this case Pj sets the se-quence number of its last checkpoint Cj;xj to the value Cj;xj :SN = REC LINEiand sets SNj = REC LINEi.In any case, after the rollback phase, Pj has a checkpoint with sequencenumber Cj;xj :SN � REC LINEi. We say that Pj rolls back to Cj;xj either ifit behaves as in (a), or in (b), or in (c).Observation 2All checkpoints taken by Pj before Cj;xj have sequence numbers less than orequal to Cj;xj :SN (they have sequence numbers equal to Cj;xj :SN only if theyare equivalent to Cj;xj ).Observation 3For any messageM sent by Pj : if send(M) 2 Ij;x (with x < xj) then M:SN �Cj;xj :SN and vice versa.Observation 4For any message M received by Pj : if receive(M) 2 Ij;x (with x < xj) thenM:SN < Cj;xj :SNObservation 5For any j, Pj receives and processes a messageM only after a checkpoint Cj;xjsuch that Cj;xj :SN �M:SN .Theorem 3 Suppose process Pi broadcasts the rollback(INCi; REC LINEi)message and for all j 6= i process Pj rolls back to checkpoint Cj;xj , then the setS = (C1;x1 ; C2;x2 ; : : : ; Cn;xn)where Ci;xi :SN = REC LINEi, is a recovery line.ProofSuppose set S is not a recovery line. Then, there exists a message M , sentby some process Pj to a process Pk, that is orphan with respect to the pair(Cj;xj ; Ck;xk ). From observations 4, 3 and 1Ck;xk :SN > M:SN � Cj;xj :SN � REC LINEiSince M:SN � REC LINEi, Pk receives and processes M only after acheckpoint with sequence number larger than or equal to REC LINEi (obser-vation 5).Since receive(M) happens before Ck;xk , there exists a checkpoint Ck;xk�xsuch that Ck;xk�x:SN � REC LINEi. Inequality Ck;xk�x:SN > Ck;xk :SNnever holds (observation 2), on the other hand, if Ck;xk�x:SN = Ck;xk :SN ,Ck;xk�x �LSN Ck;xk (observation 2) and soM cannot be received before Ck;xk ,i.e., it cannot be orphan with respect to the pair (Cj;xj ; Ck;xk ). In any case theassumption is contradicted. 2CONCLUSIONIn this paper we presented a communication-induced checkpointing{recoveryscheme for distributed applications with asynchronous cooperating processes. It
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